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(57) Abstract 

The present invention relates to a method and system for protecting equipment and switching functionality in a telecommunication 
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METHOD AND SYSTEM FOR PROTECTING EQUIPMENT AND SWITCHING 
FUNCTIONALITY IN A TELECOMMUNICATION SYSTEM 



5 Field of the Invention 

The present invention relates to a method for protecting 
equipment and switching functionality in a telecommunica- 
tion system, which system comprises a central processor 
and regional processors, one or more of which is /are 
10 standby processor ( s ) • 

The invention also relates to a system for protecting 
such equipment and switching functionality, 

1 5 Background of the Invention 

Within a switching system there is a requirement that no 
more than 32 traffic devices are allowed to be affected 
by a single fault (equipment fault or transmission 
fault). 

20 

When PCM systems with higher bit rates (above 2 Mbit/s) 
are being terminated in the telephone exchange, equipment 
protection and protection switching are required in order 
to fulfil the requirement above. Equipment protection is 
25 also needed for other types of equipment which control 

more than 32 traffic devices, e.g. signalling terminals, 
Access Unit, boards, etc. This, means that for the equip- 
ment there must exist a standby unit that can take over 
in case of failure. 

30 

The Protection Switching mechanisms are specified in 
references 2-9. 

With the existing information models in Ericsson's digi- 
3 5 tal telephone exchange AXE, introducing Equipment Protec- 
tion and Protection Switching causes a number of prob- 
lems : 
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How to connect/define the working & standby equip- 
ment? 

How to notify the operator when protection switching 
5 occurs? 

How do we know that the protection mechanisms work? 

How do we know which equipment is active and which 
10 is standby? 

How do we initiate/terminate the protection swit- 
ching capability? 

15 - How do we perform manual switching? 

How to handle the traffic devices? 

And a number of other problems . 

20 

In Figure 1 there is illustrated schematically a prin- 
ciple of an existing information model. 

In the model illustrated in Figure 1 , the EM is the re- 

2 5 presentation of the hardware as seen from the control 

system (Central Processor and Regional Processors). The 
SNT is the representation of the hardware as seen from 
the "application system 11 . 

3 0 A Device is a data record containing data representing a 

call . 

DIP is an information element representing the transmis- 
sion. Only equipment that have a line interface (trans- 
3 5 mission interface) have a DIP connected. 

The invention introduces a new concept "Protection Group 1 
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into the information model in order to control the 
Equipment Protection & Protection Switching functiona- 
lity. 

5 Known Solutions 

There have been presented some ideas of using the exi- 
sting information model in order to control the Equipment 
Protection & Protection Switching function. 

10 For example the devices are connected to an SNT as be- 
fore. In addition a new SNT is defined that is supposed 
to take over the control in case of a failure, see Figure 
2 which illustrates a protection introduced at SNT level . 

15 One of the problems with such prior art solutions is that 
the system configuration set by command is changed if. 
protection switching occur. ; 

In case of a protection switch the devices are connected 
20 to another SNT than originally connected to by command. 

It is also very difficult to see which equipment is 
standby or active, and also difficult to see which equip- 
ment forms a protected pair. 

25 

In addition this solution causes a mixing of functiona- 
lity on SNT level since the SNTs must also contain the 
protection mechanisms. 

30 With this solution it is also very difficult, to make a 

flexible concept that allows different types of protec- 
tion switching methods, e.g. 1+1 protection or 1 :n pro- 
tection 

35 Further Prior Art 

WO95/10146 (Opoczynski/ADC Telecommunications Inc.) re- 
lates to backup equipment which will come into operation 
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if a failure should occur in a telecommunication system. 
A central processor is used for monitoring the status of 
a plurality of pairs of telecommunication modules, each 
pair having an operating module and a standby module. 
Upon failure the central processor signals, to a standby 
module, which orders switching of all modules being in- 
volved, in case a standby module is activated. 

WO95/224803 (Madonna et al. /Excel, Inc.) discloses a 
programmable telecommunication switch with automatic 
backup of line cards which provide complete redundance, 
namely including multiple I/O busses, standby I/O card 
and standby line card. 

W095/29544 (Li et al ♦ /Cisco Systems, Inc.) relates to a 
system and a protocol for routing data packets from a 
host on a LAN by means of a virtual address belonging to 
a plurality of routings. If one of the routers becomes 
inoperative, a standby router will emulate a new router. 

US 5 014 261 (Masahiro et al. /Fujitsu Limited) discloses 
a switching system for switching a unit or a plurality of 
units which are in a first working condition, to one or a 
plurality of units which are in a standby condition. Upon 
5 failure in one or more of the working units, this unit or 

units will automatically be connected to a common standby 
unit. . 

GB 2 294 613 (Bruce/Northern Telecom Limited) discloses a 
0 telesystem comprising multiplexed lines, and in order to 

avoid the problem of having separate line controllers, it 
is suggested that each tributary channel has an interface 
towards the multiplexers via a protecting unit, which can 
switch the tributaries between a first multiplexer and a 
5 second multiplexer when the performance of the system 

using said first operation multiplexer has been degraded. 
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However, none of these publications give any instructions 
for a new "protection group" concept, namely to introduce 
such a protection group between existing clients (devi- 
ces) and the level of servers ( SNT level). 

5 . 

Summary of the Invention 

The idea of the present invention is to introduce a new 
concept, here called "Protection Group 11 , that controls 
the protection switching mechanisms . 

10 

The idea is to introduce the Protection Group between the 
existing client and server layers in order to protect the 
client (s) from faults at the server layer. 

15 The Protection Group controls the configuration on server 
layer with respect to protection mechanisms. This means 
that the Protection Group administrates which server 
units should be working (active) and which should be 
standby units. 

20 

At the server layer the different server units have their 
own working state as before, and the units do not have 
any information about configurations for protection me- 
chanisms. 

25 

In case of a fault on server layer, this is reported to 
the Protection Group, which th§n decides whether to 
switch to a standby unit or to inform the client that a 
fault has occurred (i.e. request a blocking of the 
30 client ) . 

In other words, in connection with a method as stated in 
the preamble, such a method is according to the invention 
characterized by introducing a protection group between 
3 5 the existing client (s) and server layers (i.e. switching 
network terminals), said protection group administering 
which server units should be working (active) and which 
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should be standby units. 

The method may appropriately be implemented, when said 
method comprises the use of a protection group which 
communicates both with the server (s) (i.e. switching 
network terminals) and the client (s) or device(s) in 
question, and which protection group in case of a fault 
on server layer decides whether to switch to a standby 
unit or to inform a client that a fault has occurred 
(i.e. requesting blocking of client), 

A system for protecting equipment and switching functio- 
nality in a telecommunication system, which system com- 
prises a central processor and regional processes, one or 
more of which is/are standby processor ( s ) , will accor- 
dingly, according to the present invention be characte- 
rized in that said system comprises a protection group 
means introduced between the existing client(s) and 
server layers (i.e. switching network terminals), said 
0 protecting group comprising means for administering which 

server units should be working (active) and which should 
be standby units. 

Further features and advantages of the present invention 
5 will appear from the following description taken in con- 

nection with the enclosed drawings, as well as from the 
appending patent claims. 

Brief Disclosure of the Drawings 
0 Figure 1 is a block diagram illustrating the principle of 

an existing information model. 

Figure 2 is a block diagram illustrating a protection 
introduced at SNT level . 

5 

Figure 3 is a block diagram illustrating the principle of 
the protection group concept according to the present 
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invention. 

Figure 4 is a block diagram illustrating an example of 
the present invention, especially a protection group 
concept for an SDH ET with MSP 1+1 protection. 

Figure 5 is a block diagram illustrating a further 
example of the present invention, here in connection with 
an MSP 1:3 protection. 

Detailed Description of Embodiments 

As already stated, Figure 1 illustrates the principle of 
an existing information model, whereas Figure 2 illu- 
strates an embodiment of a known solution, wherein pro- 
tection is introduced at SNT level. 

Now, turning to Figure 3, there is illustrated the prin- 
ciple of the protection group concept according to the 
present invention . 
0 

From this Figure 3 it is seen that the protection group 
controls the configuration on server layer with respect 
to protection mechanisms, which means that the protection 
group administrates which server units should be working 
5 (active) and which should be standby units. 

At the server layer the different server units have their 
own working state as before, and the units do not have 
any information about configurations for protection me- 
0 chanisms. 

In case of a fault on server layer, this is reported to 
said protection group, which group will then decide 
whether to switch to a standby unit or to inform the 
5 client that a fault has occurred, i.e. for possibly re- 
questing a blocking of the client in question. 
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The new Exchange Terminal (ET) for SDH (STM-1, 155 
Mbit/s) is used in the text below in order to try to 
explain the new concept. This is because the Protection 
Group concept was invented when studying how equipment 
protection and protection switching could be introduced 
for this new ET. 

The suggested Protection Group concept is general and 
could be used for any equipment and protection mechanisms 
) within the AXE system. 

In connection with SSS (Subscriber Switching Subsystem) 
it has been seen that equipment protection & protection 
switching is also needed for Access products . 

The Protection Group concept seems to be very well suited 
in order to solve the problem. 

In Figure 4 there is illustrated another example of how 
D the present invention can be implemented, especially in 

connection with a protection group concept for an SDH ET 
with MSP T+1 protection. 

Instead of connecting devices (and Digital Paths, if any) 
5 to the SNT, they are connected to a Protection Group. 

Also objects representing Virtual Containers and Multi- 
plex Sections may also be connected to the Protection 
Group . 

0 Prior to connection of devices and DIPs, and possibly 

Virtual Containers and Multiplex Sections, the Protection 
Group has been defined by command. 

When connecting/defining the Protection Group it is spe- 
5 cified which elements the Protection Group shall consist 

of (e.g. which SNTs ) . In addition it is also specified 
which equipment shall be the standby equipment and which 
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The type of Equipment Protection & Protection Switching 
to be used is also specified (1+1, n:1, n:m or some other 
5 type of protection). 

In Figure 4 an example of multiplex Section Protection 
1+1 is shown. For each STM-1 interface (155 Mbit/s inter- 
face) there is a standby STM-1 interface (MS) and also 
10 standby equipment ( SNT) . 

In connection with Figure 5, an example is given wherein 
is used Multiplex Section protection 1 :n, where n=3 . This 
means that for n STM-1 interfaces there is a standby 
15 interface and standby equipment. 

v. ' ' 

The Protection Group controls the protection mechanisms . 
and has a number of commands and printouts associated 
with it in order to: 

20 

Define the Protection Group, i.e. which equipment/, 
objects that form the Protection Group 

Define the Protection "algorithm 11 , e.g. MSP 1+1, 
25 MSP 1 :n or some other algorithm 

- State representing the working state of the Protec- 
tion Group 

30 - Initiation/Termination of the Protection capability 
Manual Protection Switching 

- Printing of configuration data 

35 

Printing of working state of the Protection Group 
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Protection Switch event notifications 
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Alarms in case of faults that inhibit the protection 
switch capability 

Other printouts, e.g. statistics for performance 
monitoring, such as for example Protection Switch 
Event Counts, Equipment Protection Event Counts etc. 

The Protection Group will have its own working state 
which at any time represents the status of the protection 
switching capability, i.e. a working state indicating 
whether the Protection Group is working normally, in 
protection mode (one of the servers are faulty) , manually 
forced, protected, blocked, etc. 

The Protection Group also stores the protection configu- 
ration data so that it is easy to see which equipment is 
the active and standby equipment. 
0 

The Protection Group concept can be used for all types of 
equipment within the AXE. 

The Protection Group concept is supposed to be general, 
5 and can therefore also consist of other clients than 

SNTs, for example Access Units (AU), Remote Terminals, 
Signalling Terminals etc. 

Also the client layer can consist of different types of 
0 clients, for example traffic devices, Digital Paths, 

Virtual Containers etc. 

Advantages 

The advantage with Protection Group concept is that 
5 Equipment Protection and Protection Switching is con- 

trolled in a consistent way for all types of equipment 
and protection mechanisms. 
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One set of commands and printouts is used for all types 
of equipment and protection mechanisms . 

It is easy to enhance /modify the protection mechanisms 
5 without affecting other existing objects within the in- 
formation model . 

The model is layered so that neither the objects at the 
server layer or client layer have to offer mechanisms for 

10 protection switching. E.g. an SNT is responsible for 

supervising its hardware and will behave as before, inde- 
pendent of whether it is working as a single SNT or wor- 
king within a Protection Group. Of course, the SNT has to 
know that it has a Protection Group as its server layer. 

15 In case of an SNT fault, this is reported to the Protec- 

tion Group, which decides whether to initiate a protec- 
tion switch or not. 

It is only the Protection Group that knows that the SNT 
20 is protected. Also at the client layer the clients do not 

know whether an SNT is protected or not. 

Broadening 

The Protection Group concept was originally invented for 
25 1 SNT handling products (e.g. ETs ) . However, the concept is 
general and can be used for any equipment and protection 
methods as described in this document. 
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Abbreviations and Terms 

AU Access Unit 

EM Extension Module 

(The Control System's representation of the 

hardware ) 
ET Exchange Terminal 

ETC Exchange Terminal Circuit 
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1 0 



1 5 



DIP 
MS 

MSP 1+1 



MSP 1 :n 



PMU 
SDH 
SNT 



SSS 
STM-1 

vc 



Digital iPath 
Multiplex Section 

Multiplex Section Protection 1+1 

(For each Multiplex Section there is a Standby 

Multiplex Section ) 

Multiplex Section Protection 1 :n 

(For n Multiplex Sections there is a Standby 

Multiplex Section ) 

Protection Multiplexer Unit 

Synchronous Digital Hierarchy 

Switching Network Terminal 

(The "Application Systems" representation of 
the hardware ) 

Subscriber Switching Subsystem 

Synchronous Transport Module, level 1 

(155 Mbit/s) >y. 

Virtual Container 



20 



Devices 



25 



Information element that repre- 
sents a call . There are also 
devices that represent a "hand- 
ling device" for a certain func- 
tion, for example a device hand- 
ling a continuity check function 
when setting up a call. 



Information Model 



30 



Equipment Protection 



35 



The information elements the 
operator can manipulate by com- 
mands . 

This means that it is possible 
to switch to another equipment 
in case of an equipment fault. 
I.e. the equipment is protected 
by a standby unit. 



Protection Switching 



According to ITU-T Recommenda- 
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tion G.782 (reference 2) defined 
as: "the use of pre-assigned ca- 
pacity between nodes to replace 
a failed or degraded transport 
entity" . This means that in case 
of a transmission fault, the 
traffic is switched to another 
path. 
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Patent claims 

1 . Method for protecting equipment and switching 
functionality in a telecommunication system, which system 
comprises a central processor and regional processors, 
one or more of which is/are standby processor ( s ) , 
characterized by introducing a protection 
group between the existing client (s) and server layers 
(e.g. switching network terminals), said protection group 
administering which server units should be working 
(active) and which should be standby units. 

2 . Method as claimed in claim 1 , 

characterized in that the method com- 
prises the use of a protection group which communicates 
both with the server (s) (i.e. switching network ter- 
minals) and the client (s) or device(s) in question, and 
which protection group in case of a fault on server layer 
decides whether to switch to a standby unit or to inform 
a client that a fault has occurred (i.e. requesting 
blocking of client) . 

3. Method as claimed in claim 1 or 2, 

characterized in that said method com- 
prises the use of a protection group which communicates 
with elements which are specified as belonging to said 
protection group, and that said elements comprise a given 
number of for example interfaces (STM) as well as equip- 
ment, especially for multiplex section protection. 

4. Method as claimed in any of the preceding claims, 
characterized in that said protection 
group is configured to be used as a 1+1, n:1, n:m or any 
other type of protection. 

5. Method as claimed in any of the preceding claims, 
characterized in that said protection 
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group is adapted to store any relevant protection con- 
figuration data, including set-up commands, logs, alarms, 
etc. 

6. System for protecting equipment and switching 
functionality in a telecommunication system, which system 
comprises a central processor and regional processes, one 
or more of which is /are standby processor (s ) , 
characterized in that said system com- 
prises a protection group means introduced between the 
existing client (s) and server layers (i.e. switching 
network terminals), said protecting group comprising 
means for administering which server units should be 
working (active) and which should be standby units. 

7. System as claimed in claim 6, 

characterized in that said protection 
group means comprises communication means for communi- 
cating both with the server (s) (i.e. switching network 
0 terminals) and the client(s) or device (s) in question, 
and that said protection group means comprises decision 
means for in case of a fault on server layer to decide 
whether to switch to a standby unit or to inform a client 
that a fault has occured (i.e. requesting blocking of 
5 client ) . 

8. System as claimed in claim 6 or 7 , 
characterized in that said protection 
group means comprises further means for communicating 

0 with elements which are specified as belonging to said 

protection group, and that said elements comprise a given 
number of for example interfaces (STM) as well as equip- 
ment, especially for multiplex section protection. 

5 9. System as claimed in any of the claims 6-8, 

characterized in that said protection 
group means is configured to be used as a 1+1 , n:1, n:m 
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or any other type of protection, 

10. System as claimed in any of the claims 6-9, 
characterized in that said protection 
5 group means comprises storage means adapted to store any 

relevant protection configuration data, including set-up 
commands, logs, alarms, etc. 
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Devices Data representing a call 

DIP Digital Path 

EM Extension Module 

SNT Switching Network Terminal 



Figure 1. Existing Information Model, 
Principle 
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EM - active 



Devices 




SNT - active | \ \ \ SNT - standby 




EM - standby 



Devices Data representing calls 

EM Extension Module 

SNT Switching Network Terminal 



Figure 2. Protection introduced at SNT levei 
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Client(s) 



Protection 
Group 



Client layer 
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